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Trojan Scanner

Understand scan results,
Protection history and What

changed

Read detections and incomplete checks, review saved activity, and see

changes in apps and special access in Trojan Scanner.
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Trojan Scanner separates a scan’s findings from its coverage. Read both: a result may
contain useful completed checks while some items remain unchecked. Protection history

saves activity; What changed helps you decide what to review next.
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o1 Understand the result

¢ No threats detected: the completed checks found no matching threat. This is not a

guarantee of safety.

e Threat detected: an item matched a detection rule in a local or enabled cloud database.

Open its details before choosing an action.

¢ Potential permission risk: a combination of declared permissions deserves review.

Declared permissions do not prove access was granted or that the app is malicious.

o Potential surveillance risk: Pro Anti Spy found a suspicious combination of capabilities.

Review the app and its access; the warning does not establish that spying occurred.

¢ Incomplete or partially completed: some requested checks could not finish. There is no

safety conclusion for items that were not checked.
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Trojan Scanner = Pro

Scan Results v

Add to exclusions

a Permission-Review-Test.apk

/storage/emulated/0/Download/
Permission-Review-Test.apk

/\ Potential permission risk LowW

SMS reading and sending, screen overlays and package
installation, together with network access and startup
after reboot.

Declared permissions do not prove granted access or
malware; legitimate apps may need them.

Move to quarantine Add to exclusions

Scanner Detection Test

/\ Teststring.Eicar.U.zv LOW

Add to exclusions

Remove threats

Database updated: 10/15/26 11:25 AM
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Expand a finding to see why it needs attention. A permission or surveillance warning

is a risk signal, not proof of spying.

02 Read cleanup counts correctly

The main Threats count groups findings. Open View details to distinguish known-threat

matches from potential permission or surveillance risks.

Removed counts successful treatment. Excluded means the item was skipped, not removed.
Detections left and Not checked need separate attention. Canceling Android’s uninstall

confirmation leaves the app installed and the finding unresolved.

See how to manage each finding. Test-sample screenshots in these guides demonstrate the

controls; your detections and counts will differ.

03 Review Protection history

Tap the Protection history shortcut beside Start, or open it from the menu. It brings together

manual scans, automatic checks of new or updated apps, and saved Pro background scans.

support.gridinsoft.com 4 /8


https://support.gridinsoft.com/portal/en/kb/articles/a-detection-appeared-should-i-remove-or-quarantine

9:41

< Protection history

All Manual Automatic Scheduled

5 saved records
7 recorded threats - 2 potential risks

Manual scan

v/ Completed
Oct 15,2026 11:28 AM

Scanned apps: 250
Scan time: 00:00:03

6 6

detected removed

Surveillance Review QA

A Potential surveillance risk

No launcher icon. Microphone and background
location permissions are granted, and the app
can start after a reboot.

App check - Oct 15,2026 11:28 AM

Details

Permission Review QA

A Potential permission risk

SMS reading and sending, screen overlays and
package installation, together with network
access and startup after reboot.

App check - Oct 15,2026 11:28 AM
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Review saved activity by source, findings or date. History describes past checks, not
the device’s current status.
1. Choose All, Manual, Automatic or Scheduled.
2. Use With findings or a date filter to narrow the list.
3. Open an entry to review its available details. Older per-app details may have expired.
A repeat check of the same app is still a separate activity. Manual report retention is controlled in

Settings. An empty filtered list means no matching saved activity; try another source or date.

Saved history remains readable after Pro ends.

2« Use What changed

Tap the other small home-screen shortcut, What changed. Long-press either small icon to see
its label. Complete a device check first to establish a reference. The view highlights newly

observed app installations or reinstallations, newly enabled special access and saved findings.
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< What changed

Changes at the last check
Device check - Oct 15, 2026 11:28 AM

3 0 6

Apps Access Findings

v No further changes observed

New findings

48R Permission Review QA
Potential permission risk

SMS, screen overlay and app installation
permissions

Open app settings

4&5_7_ Surveillance Review QA
Potential surveillance risk
No launcher icon. Microphone and
background location permissions are
granted, and the app can start after a
reboot.
These capabilities do not prove spying.
Review whether you trust this app and its
access.

Open app settings

O Protection history >
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What changed helps focus your review. Special access by itself is not a threat.

Expand a card for details, open the app’s Android settings, or review an available removal or
exclusion action. Screen access through accessibility, notification access and device

administrator access may be legitimate; check whether you intended to enable them.

Opening this view does not run a fresh scan. A stopped or incomplete scan does not replace the
completed-check reference. Changes saved at the last completed check stay available separately

from newly observed changes.

NEED MORE HELP?

We are here when the guide is not enough.

Visit the Gridinsoft Support Center for current product guidance or submit a support request with

the details of your case.

Open this guide online at support.gridinsoft.com
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