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Trojan Scanner

Use Anti Spy to review

potential surveillance risks

Enable Pro Anti Spy, understand potential surveillance warnings in apps and

APKs, and decide which access or apps to review.
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An app that is hard to find can still have access to sensitive information. Anti Spy in Trojan
Scanner Pro helps you review hidden apps and potentially risky combinations of screen,
notification, microphone and location access. It gives you reasons to investigate, so you

can make a more informed decision about the apps on your phone.
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o1 Enable Surveillance check

1. Make sure Pro is active.
2. Open Menu - Settings - Trojan Scanner Pro.

3. Turn on Surveillance check. You can also use the Spy check - Pro switch on the home

screen.
4. Return to the home screen and tap Start. Wait for the scan to finish, then review any

potential surveillance findings.

Anti Spy is off until you enable it. With it enabled, the analysis can also run during automatic

new-app checks and Pro scheduled checks. Keep Automatic app checks enabled if you want those

new and updated apps checked.
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https://support.gridinsoft.com/portal/en/kb/articles/activate-and-manage-trojan-scanner-pro
https://support.gridinsoft.com/portal/en/kb/articles/trojan-scanner-automatic-checks-and-scheduled-scans
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< Trojan Scanner Pro

Trojan Scanner Pro

Automatic updates and scan settings

Automatic database updates

Checks for updates about every 6 hours. Android may
delay background work. Enabling this also turns on
checks after database updates; you can switch them off
below.

OXlij
O Wwi-Fionly

O Any network (mobile data may be used)

Automatic updates are off. Manual updates remain
available.

Surveillance check -

Check hidden installed apps with sensitive access and
analyze declared capabilities in selected APKs.

Scheduled checks

Checks all installed apps using the database on this
device. Android may delay the check.

@Xelii

@ Every 24 hours

O Every 7 days
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Enable Surveillance check in Pro settings to include Anti Spy analysis.

02 Understand the warning

For installed apps, Anti Spy looks for hidden apps with sensitive access, such as an enabled
accessibility service that can read screen content, notification access that may expose messages,
or a combination of microphone and background location access. The finding explains the

relevant access instead of asking you to rely on a name alone.

Potential surveillance risk does not prove that the app is spying. Legitimate accessibility tools,
device-management apps and other services can need sensitive access. Consider whether you

recognize the app, trust its source and expect it to have those capabilities.

03 Check an APK before installation

Use Check a file to inspect a downloaded APK or supplied APK set. When Pro and Surveillance
check are enabled, supported APKs receive Anti Spy analysis alongside the available local and

cloud checks.

For an uninstalled APK, the warning describes declared capabilities. It does not establish that
Android has granted those permissions or that the app has used them. Review the individual

check statuses if the result is incomplete.

o2 Choose the next step

e If you recognize the app, review its sensitive access in Android settings and decide whether

that access is still necessary.

e If you do not trust an installed app, read the detection details and follow the removal

instructions. Android requires confirmation before uninstalling.

e If an APK looks suspicious, leave it uninstalled while you investigate. If you are unsure,

contact Support with the app/package name, warning and a screenshot.

After changing access or removing an unwanted app, run a fresh check. Use Protection history

and What changed to review saved results and observed changes.

support.gridinsoft.com 4 /5


https://support.gridinsoft.com/portal/en/kb/articles/check-an-apk-before-installing-it-on-android
https://support.gridinsoft.com/portal/en/kb/articles/a-detection-appeared-should-i-remove-or-quarantine
https://support.gridinsoft.com/portal/en/kb/articles/a-detection-appeared-should-i-remove-or-quarantine
https://support.gridinsoft.com/portal/en/newticket
https://support.gridinsoft.com/portal/en/kb/articles/understand-and-act-on-scan-results
https://support.gridinsoft.com/portal/en/kb/articles/understand-and-act-on-scan-results

NEED MORE HELP?
We are here when the guide is not enough.

Visit the Gridinsoft Support Center for current product guidance or submit a support request with

the details of your case.

Open this guide online at support.gridinsoft.com
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https://support.gridinsoft.com/portal/en/kb/articles/trojan-scanner-anti-spy

