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What it is

In security, a signature is a recognizable pattern that points to a known threat. It can be a byte
sequence inside a file, a file hash, a telltale filename or path, or a behavior that always shows up
with a specific malware family. Signature-based detection means your security tool compares
what it sees on your device or network to a big library of these patterns to spot known bad stuff
quickly. It’s fast and accurate for threats we already understand, but it won't catch brand-new or

heavily modified malware by itself.
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Why it matters

Signatures block lots of common attacks with low false alarms, keeping systems clean without
slowing you down. Knowing a signature also helps responders label an infection and follow the

right cleanup steps.

How it works

e Collects clues: file content, hashes, names, paths, process behavior.
e Compares them to a signature database on the device or in the cloud.
e If there is a match, it flags, blocks, or removes the item.

e Databases update often so tools learn new threats over time.

Red flags

e Security tools not updating signatures regularly.
e Alerts that keep returning after cleanup, suggesting variants not covered.

e Over-reliance on signatures with no behavior or ML detection turned on.

Do it right

e Keep your security software and its signatures auto-updated.
e Pair signatures with behavior-based protection and reputation checks.
e For suspicious files, scan with multiple engines or submit to your vendor.

e Treat a detection as a clue to investigate how it got there, not just a one-click fix.
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NEED MORE HELP?
We are here when the guide is not enough.

Visit the Gridinsoft Support Center for current product guidance or submit a support request with

the details of your case.

Open this guide online at support.gridinsoft.com
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https://support.gridinsoft.com/portal/en/kb/articles/signature

