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Quarantine: Isolate, Review,

or Restore Files

Quarantine moves or transforms a detected item so it cannot run normally

while preserving an option to review, delete, or restore it.
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What it is

Quarantine is a security tool’s safe-hold for suspicious items. Instead of deleting a file outright,
the product moves it to a locked location, renames or packages it so it can’t run, and blocks any
linked startup hooks. This preserves evidence for review, cuts off execution, and lets you decide
to restore (rare), submit for analysis, or remove permanently. It's different from a sandbox

(execution in isolation) and from a recycle bin (simple deletion without containment).

Why it matters

Immediate isolation stops further damage and reduces false-positive risk by giving you a safe

review window. It also keeps artifacts for forensics, compliance, and support.

How it works

e Detection - isolation: File is moved to a restricted folder and rendered non-executable.
¢ Metadata saved: Original path, hash, detection name, and time are recorded.

e Persistence disabled: Related autoruns (Run keys, tasks, services) are blocked or queued

for cleanup.

e Operator choice: Keep for analysis, restore to a test VM, or permanently delete after

retention.

What to do

1. Review details: original path, detection name, time, and user.

2. If the file is business-critical, submit it to your vendor or test in a VM before deciding.

3. Do not restore unless you're confident it’s clean; prefer replacing from a known-good source.
4. After backups are verified, delete quarantined items to reduce clutter.

5. If credentials or tokens may have been exposed, rotate them even if the file is quarantined.
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Watch-outs

e Restoring can re-enable startup entries or scheduled tasks tied to the file. Recheck autoruns

after any restore.

e Some threats drop multiple copies; quarantine may catch one while others remain. Run a full

scan.

e Quarantine doesn’t undo data theft. If exfiltration is possible, perform account checks and

password resets.

e External drives can reintroduce threats. Scan removable media before reconnecting.

02 When not to restore

Do not restore an item because its original application is inconvenient to reinstall or because only
one scanner detected it. Verify the exact path, source, signature, detection details, and business
need first. If the file is trusted but appears incorrect, submit it for review and keep it isolated

while waiting. The guide on restoring a quarantined file explains the controlled workflow. Avoid

excluding an entire downloads, temporary, or user-data folder; a future threat could then run

without inspection.

NEED MORE HELP?

We are here when the guide is not enough.

Visit the Gridinsoft Support Center for current product guidance or submit a support request with

the details of your case.

Open this guide online at support.gridinsoft.com
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https://support.gridinsoft.com/portal/en/kb/articles/how-do-i-restore-a-file-from-quarantine
https://support.gridinsoft.com/portal/en/kb/articles/quarantine-3-11-2025

