
What it is

A personal firewall is a security app on your computer or phone that watches and controls

network traffic. It blocks unexpected connections, alerts you to suspicious apps, and helps keep
hackers out on home and public Wi-Fi.

Why it matters

On shared or public networks, attackers scan for open doors. A personal firewall shuts unused

ports, prompts on new apps, and stops unsolicited inbound traffic, reducing the chance of
compromise.

How it works - quick tour

Rules: allow or block traffic by app, port, IP, or network profile
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Stateful inspection: tracks conversations so replies are allowed but strangers aren’t

Profiles: different policies for Home, Work, and Public networks

Alerts & logs: notify on first outbound attempts and keep an audit trail

Smart setup tips

Set unknown networks to Public and block unsolicited inbound traffic

Allow by application rather than broad ports whenever possible

Review prompts carefully - deny anything you didn’t initiate

Disable or remove old rules for apps you no longer use

Pair with auto updates, MFA, and a reputable anti-malware for layered defense

A safe personal-firewall baseline

Block unsolicited inbound connections unless a specific application needs them.

Use separate public and private network profiles; a cafe network should not inherit home-
sharing rules.

Allow a program by publisher and required port instead of opening broad port ranges.

Log repeated blocks before creating an exception, then remove rules for software you
uninstall.

A personal firewall is one layer of a broader firewall strategy. It cannot repair vulnerable software
or stop a user from approving a malicious program, so updates and endpoint protection still
matter.

NEED MORE HELP?

We are here when the guide is not enough.
Visit the Gridinsoft Support Center for current product guidance or submit a support request with
the details of your case.

Open this guide online at support.gridinsoft.com
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https://support.gridinsoft.com/portal/en/kb/articles/firewall
https://support.gridinsoft.com/portal/en/kb/articles/personal-firewall

