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What it is

A patch is a small software update that fixes bugs, closes security holes, or adds minor
features to an app or operating system. Vendors release patches regularly so your software
stays stable and safe. For background and examples, see our patch explainer.

Why it matters

Most real-world attacks exploit known vulnerabilities. Patching quickly turns a public flaw
into a blocked door, cutting off ransomware, data theft, and crashes.

How it works - quick tour

- Vendor releases a fix after finding or reporting a flaw

- Your device downloads and installs the update

- The vulnerable code is replaced, often without changing your data
- Some patches need a reboot to fully apply

Smart patch habits

- Turn on auto updates for OS, browsers, and security tools
- Prioritize internet-facing apps and VPNs first

- Schedule regular maintenance windows for servers

- Back up before major updates and keep a rollback plan

- Remove software you do not use to shrink the attack surface



