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Loopback Address: 127.0.0.1

and ::1 Explained

A loopback address sends network traffic back to the same device; common

examples are 127.0.0.1 for IPv4 and ::1 for IPv 6.
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What it is

The loopback address sends network traffic back to the same device. On IPv4 it's 127.0.0.1
and on IPv6 it's ::1. It never leaves your computer, so apps can talk to local services safely and

fast.

Why it matters

Loopback is perfect for testing and troubleshooting without exposing anything to the network.

It also lets apps communicate internally without needing internet access.

How it works - quick tour

¢ The loopback interface accepts connections to 127.0.0.1 or ::1.

e Traffic is not routed to the LAN or internet.
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e Hosts file typically maps localhost to the loopback address.

e Firewalls usually allow loopback traffic by default.

Common uses

e Running a local web server or APl during development
e Databases or caches that should be reachable only on this machine

e Quick tests with ping 127.0.0.1 to verify the TCP/IP stack

Simple safety tips

e Bind sensitive services to localhost only if they don’t need remote access.
e If remote access is needed, bind to a specific interface, require auth + TLS.
e Keep the hosts file clean and avoid untrusted edits.

¢ Use a host-based firewall to limit inbound connections on other interfaces.

What a loopback connection means

A connection to 127.0.0.1 or ::1 is not coming from a remote computer. It reaches a service on
the same device. In IPv4, the entire 127.0.0.0/8 range is reserved for loopback, although

127.0.0.1 is used most often.

Binding a service only to loopback normally prevents direct access from other devices. Binding to
0.0.0.0 or :: can expose it on multiple interfaces, depending on firewall rules. If an unfamiliar local
port appears, identify the listening process, executable path, signature, parent process, and
startup method before stopping it. Legitimate developer tools and malware can both use
loopback. The Windows hosts file may also map a domain to 127.0.0.1 for testing or blocking; use

the hosts file reset guide if those mappings were changed unexpectedly.
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https://support.gridinsoft.com/portal/en/kb/articles/how-to-reset-the-windows-hosts-file

NEED MORE HELP?
We are here when the guide is not enough.

Visit the Gridinsoft Support Center for current product guidance or submit a support request with

the details of your case.

Open this guide online at support.gridinsoft.com
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