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Internet Worm: How Self-
Spreading Malware Works

and Is Stopped

An Internet worm is self-contained malware that automatically spreads
between systems, often by exploiting network services or weak credentials.

Learn how to contain an outbreak.
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An Internet worm is self-contained malware that replicates and spreads
between systems through networks, often without requiring a user to copy it
manually. It may exploit a vulnerable service, abuse weak credentials, spread through

email or messaging, copy itself to shared storage, or combine several methods.

Propagation is the defining characteristic; the payload can be ransomware, a bot, a wiper, a
miner, a backdoor, or simply resource-consuming replication. Fast worms can turn one unpatched

device into an organization-wide incident within minutes.

oo Worm vs virus, Trojan, and worm-like malware

Term Replication Typical delivery
Worm Self-contained and designed to propagate Network services, credentials,

copies messages, shares, or removable media
Virus Replicates by attaching to host files, Host content is executed or shared

documents, or system areas

Trojan Does not replicate by definition User or attacker installs a program

disguised as legitimate

Worm-like Includes automated lateral movement but Valid accounts, administration tools,

malware may not be a classic standalone worm exploits, and network shares

Modern campaigns blur these categories. WannaCry combined ransomware impact with worm-
like exploitation and propagation. A detection family should be confirmed through behavior rather

than its marketing label.

2 How an Internet worm spreads

1. Initial infection: one exposed or user-operated system runs the worm.

2. Target discovery: it scans local ranges, the Internet, address books, shares, or directory

information.
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3. Access: it exploits a vulnerability, guesses credentials, abuses trust, or sends a copy

through a communication channel.
4. Execution: the new host launches a working copy.
5. Replication: each infected host searches for more targets, producing rapid growth.
6. Payload: the worm performs its additional objective immediately or after a trigger.

Random Internet scanning is only one strategy. Worms can preferentially scan nearby networks,

reuse known accounts, target specific products, or use peer lists to spread more efficiently.

o3 Warning signs of a worm outbreak

A sharp rise in connection attempts to the same service or port from many internal hosts.

e lIdentical process, file, task, service, or detection appearing across systems in a short period.
¢ Network congestion, scanning, authentication failures, crashes, or resource exhaustion.

e New copies on shares, removable drives, startup locations, or messaging channels.

e Endpoints contacting known command infrastructure or downloading the same payload.

e Security tools being disabled or exclusions being created as the infection spreads.

o2 How to contain an active worm

1. Isolate affected network segments. Use switches, firewalls, EDR containment, or

emergency controls to stop propagation while preserving critical operations.

2. Block the propagation path. Restrict the exploited service, port, share, credential,

attachment, or removable-media route at multiple boundaries.

3. Identify patient zero and scope. Use endpoint, authentication, DNS, firewall,

vulnerability, and asset data to build a timeline.

4. Patch or mitigate every reachable vulnerable system. Cleaning infected hosts while

vulnerable peers remain will cause reinfection.

5. Disable compromised credentials and sessions. Rotate secrets through a controlled

clean process.
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6. Prioritize critical and unsupported devices. Segment equipment that cannot be

patched and plan replacement.

Do not connect a newly cleaned host back to an infected segment. Validate the patch, security

controls, and network containment first.

o5 Eradication and recovery

e Use current security tooling to remove the worm, persistence, and associated payloads.
e Reimage hosts when high-impact payloads ran or trustworthy cleanup cannot be proven.
e Restore data from tested clean backups after the propagation route is closed.

e Change exposed credentials, keys, certificates, and service-account secrets.

e Monitor recovered segments for renewed scanning, reinfection, or command traffic.

e Preserve required evidence and complete legal, privacy, and regulatory notifications.

s How to prevent worm outbreaks

e Inventory assets and rapidly patch Internet-facing and remotely exploitable services.

e Segment user, server, backup, management, loT, and operational-technology networks.

e Block unnecessary inbound and lateral services and apply host firewalls.

e Use unigue managed credentials, MFA, least privilege, and separate administrator accounts.

e Deploy endpoint protection and network monitoring that detect scanning and repeated

propagation behavior.
e Control email attachments, scripts, shares, macros, autorun, and removable media.

e Maintain offline or immutable backups and rehearse network-isolation procedures.
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o7 Historical examples and lessons

Morris demonstrated how replication could exhaust network resources. Code Red and SQL
Slammer showed the speed of service-exploitation worms. Conficker combined exploits, weak
credentials, removable media, and defensive interference. WannaCry showed that an unpatched
remote-service flaw plus ransomware impact can create global disruption. The durable lesson is

to reduce exposed services, patch rapidly, and prevent unrestricted lateral reach.

oz Frequently asked questions

Does a worm need the Internet?

No. A worm can spread within a local network, through shares, removable media, email, or other

communication paths. Internet worms specifically use Internet-reachable systems or protocols.

Can antivirus stop a worm?

It can block known components and behavior, but rapid patching, segmentation, service

restriction, and credential protection are essential to stop propagation.

Can a worm reinfect a clean computer?

Yes. If the vulnerability, exposed service, stolen credential, or infected peer remains, a cleaned

computer can be compromised again.

oo References

e NIST glossary: worm

e NIST SP 800-83: Guide to Malware Incident Prevention and Handling
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https://csrc.nist.gov/glossary/term/worm
https://nvlpubs.nist.gov/nistpubs/legacy/sp/nistspecialpublication800-83.pdf

NEED MORE HELP?
We are here when the guide is not enough.

Visit the Gridinsoft Support Center for current product guidance or submit a support request with

the details of your case.

Open this guide online at support.gridinsoft.com
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