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Online Hoaxes: Warning
Signs and Verification

What it isA hoax is a fake claim dressed up as truth - a rumor, warning,
“breaking news,” or miracle fix designed to make you believe, share, or install
something you shouldn’t. Online, hoaxes often push you to download malware,

hand...
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What it is

A hoax is a fake claim dressed up as truth - a rumor, warning, “breaking news,” or miracle fix
designed to make you believe, share, or install something you shouldn’t. Online, hoaxes often

push you to download malware, hand over data, or spread the message for them.

Red flags

"n u n u

Urgent language - “share immediately,” “only today,” “your account will be deleted”

No credible source - screenshots instead of links, or links to unfamiliar sites

Emotional hooks - outrage, fear, or too-good-to-be-true promises

Copy-paste chains - identical text posted by many different accounts
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What to do

1. Pause and verify - search the claim with reputable news or fact-checkers.
2. Check the source - official site or press page, not a random blog or image.
3. Don’t install or forward anything you aren’t sure about.

4. If you shared it, post a correction once you confirm it was false.

Prevent getting fooled

e Keep your browser and security tools updated.
e Be wary of attachments, shortened links, and “security tools” promoted by the hoax.
e Teach family and teams a simple rule: verify out of band before acting or sharing.

e Use MFA and a password manager so even a convincing hoax can’t hijack accounts.

Verify before sharing or acting

Find the original source, publication date, author, and evidence rather than relying on a
screenshot or forwarded quote. Check whether a trusted institution published the same warning
and whether the linked domain is spelled correctly. Urgent requests to forward the message,
install a tool, call a number, or provide credentials are strong warning signs. If you clicked or
entered information, save the URL, change exposed passwords, and scan the device. A hoax can
be harmless misinformation or the opening step of phishing, so judge the requested action as

well as the claim.

NEED MORE HELP?
We are here when the guide is not enough.

Visit the Gridinsoft Support Center for current product guidance or submit a support request with

the details of your case.

Open this guide online at support.gridinsoft.com
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https://support.gridinsoft.com/portal/en/kb/articles/phishing
https://support.gridinsoft.com/portal/en/kb/articles/hoax

