
What it is

Godfather is an Android banking trojan that overlays fake login screens on top of real banking
and crypto apps to steal credentials, SMS codes, and seed phrases. It can also read
notifications and intercept 2FA to drain accounts.

What you may notice

Banking or wallet apps show odd pop-ups or ask for extra permissions

Unexpected SMS verification prompts or missing 2FA texts

New accessibility service enabled that you didn’t turn on

Battery and data usage spike without a clear reason
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How it gets in

Fake app updates and clones in third-party stores

Malicious links in SMS, email, or messaging apps

“Security” or “system” apps pushing for Accessibility or Notification access

Remove it now - quick steps

1. Disconnect from the internet - turn on airplane mode.

2. Open Settings → Apps and uninstall suspicious or newly added apps.

3. In Settings → Security → Device admin apps and Accessibility, disable unknown
entries.

4. Install and run a reputable mobile anti-malware, then reboot and scan again.

5. From a clean device, change passwords for banking, email, and crypto - move funds to
new wallets with fresh seed phrases.

Prevent it

Install apps only from Google Play - avoid third-party stores and APKs.

Be cautious with links - especially those prompting urgent “bank updates.”

Review permissions regularly - revoke Accessibility and Notification access for apps that
shouldn’t need it.

Turn on Play Protect, keep Android and apps updated, and use MFA with an authenticator
app or security key.

Protect the financial accounts as well as the phone

Remove unknown apps and review accessibility, device-admin, notification, overlay, SMS, and
browser permissions. Update Android and apps from the official store. If privileged persistence
remains or the install source is unclear, preserve important data and perform a factory reset from
a trusted backup. From another device, contact affected financial providers, change email and
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banking credentials, revoke sessions, and review transactions. Godfather should be handled like
a mobile banker Trojan; MFA helps, but intercepted codes or an active session may require
additional account recovery.

NEED MORE HELP?

We are here when the guide is not enough.
Visit the Gridinsoft Support Center for current product guidance or submit a support request with
the details of your case.

Open this guide online at support.gridinsoft.com
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https://support.gridinsoft.com/portal/en/kb/articles/banker-trojan
https://support.gridinsoft.com/portal/en/kb/articles/mfa-multi-factor-authentication
https://support.gridinsoft.com/portal/en/kb/articles/godfather-android-malware

