
What it is

An evil maid attack targets an unattended device - think laptop in a hotel room or office
desk. An attacker with brief physical access can steal data or plant stealthy changes (even
firmware tweaks) that later fake a login prompt to capture your password and unlock
everything.

Why it matters

Full-disk encryption protects files only when the device is off and the key is locked. If
someone tampers with boot code or firmware, they can trick you into handing over that key the
next time you power on.
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How it happens 

Boots from a USB to alter bootloader/firmware

Installs a tiny implant that records your password at next startup

Reboots - nothing looks different until you type the password

Prevent it

Shut down (not sleep) and require pre-boot PIN/password

Enable Secure Boot, BIOS/UEFI passwords, and TPM-based encryption

Disable USB boot / set boot order, and seal the chassis with tamper-evident tape for travel

Keep firmware up to date; don’t leave devices unattended

If you suspect tampering

1. Do not boot normally.

2. Boot from known-good media to collect logs and verify boot/firmware integrity.

3. Rotate disk passwords/keys and consider a clean reinstall or firmware reflashing.

4. Change account passwords from a separate clean device.

Protect devices that leave your control

Power the device off instead of leaving it asleep, use full-disk encryption with pre-boot
authentication, and keep Secure Boot enabled. Do not leave recovery keys or tokens in the same
bag. Record firmware and boot-security settings on managed devices so unexpected changes are
visible. After unexplained physical access, inspect seals and ports, verify boot measurements
where available, rotate credentials, and consider rebuilding high-risk systems. A normal malware
scan may miss altered firmware or a bootkit. Physical security, device inventory, and a travel
policy are part of the control, not optional extras.
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NEED MORE HELP?

We are here when the guide is not enough.
Visit the Gridinsoft Support Center for current product guidance or submit a support request with
the details of your case.

Open this guide online at support.gridinsoft.com
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