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Duqu is a modular Windows cyber-espionage platform discovered in 2011. It was
designed to establish stealthy access, collect system and network intelligence, capture

information such as keystrokes, and move selected data out of targeted networks.

Duqu attracted attention because researchers found architectural and code similarities with

Stuxnet. The two are not the same malware and did not have the same observed objective.

o1 Duqu versus Stuxnet

Question Duqu Stuxnet

Primary Espionage, reconnaissance, credential and Sabotage of a specific

observed information collection. industrial process.

purpose

Architecture Modular platform that can receive additional Specialized malware with
components. industrial-control logic and

multiple propagation methods.

Self- The original public reporting did not describe Duqu Included self-propagation
propagation as a self-replicating worm; operators could direct capabilities.

lateral movement using credentials and network

access.
Industrial No confirmed process-manipulation payload in the Designed to alter particular
impact original Duqu findings. industrial-controller behavior.

Duqu may have helped operators gather information useful for later operations, but claims about
a specific future sabotage plan should be treated as an assessment, not a confirmed malware

capability.

o2 What Duqu can do

MITRE ATT&CK describes Duqu as a platform whose functionality can be extended after

deployment. Documented components and operator actions include:

support.gridinsoft.com 2/ 6



e installing persistence through a Windows service and malicious driver;

e injecting code into legitimate processes and adjusting behavior according to installed

security software;
e discovering accounts, processes, windows, permissions, network settings, and connections;
e capturing keystrokes through an optional module;
e collecting information from local systems and Windows shares;
e staging, compressing, obfuscating, and encrypting selected data;

e communicating through a custom command-and-control protocol, including traffic carried

over common application protocols;

e relaying traffic through other compromised hosts and using valid credentials for lateral

movement.

The platform's modularity is important: not every infected host necessarily had every component,

and one static list of files cannot describe every Duqu incident.

o2 How the original infections worked

Public analysis of the 2011 campaign identified a malicious Microsoft Word document that
exploited a then-unknown Windows kernel vulnerability to install the malware. Dugu components
used signed drivers whose signing keys had been compromised. Once active, the platform could

load additional reconnaissance and information-stealing modules.

Historical indicators from 2011 are useful for research, but hashes, domains, and filenames from
that campaign are not a complete modern detection strategy. Defenders should combine current
security intelligence with behavior such as unusual driver or service installation, process

injection, credential use, and staged encrypted exfiltration.

o2 What a Duqu detection means today

A product may use a precise family name for a known sample, a legacy signature, or a broader
heuristic label. Do not assume that any file containing the letters "DQ" is Duqu. Record the full

detection name, engine, file hash, path, signer, parent process, and surrounding activity.
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If a detection matches a known Dugqu component or the host shows related espionage behavior,
treat it as a high-severity targeted intrusion. The age of the original campaign does not make an

active, validated implant harmless.

o5 Incident response

1. Isolate the device. Preserve it from normal user activity and stop unnecessary network

communication without destroying volatile evidence.

2. Engage incident responders. Duqu is associated with targeted espionage, so a simple file

deletion is not an adequate investigation.

3. Capture evidence. Collect memory where feasible, disk images, process and module data,
services, drivers, scheduled tasks, authentication events, network connections, EDR

telemetry, and the exact detection artifact.

4. Scope the network. Search for credential use, SMB/admin-share activity, scheduled tasks,

peer relays, data staging, and related command-and-control across other systems.

5. Protect credentials. From known-clean systems, reset exposed accounts, rotate privileged

and service secrets, revoke sessions, and review trust relationships.

6. Rebuild confirmed hosts. Use trusted media and a known-good baseline rather than

relying only on removal of one component. Restore carefully scanned data.

7. Monitor after recovery. Look for recurrence of the original access path and for previously

staged or exfiltrated information.

os Reducing the risk

e Patch Windows, Office, security software, and exposed services promptly.
e Block or isolate untrusted documents and restrict active content from email and downloads.

e Use application control and driver policies to limit unapproved code, even when a file

appears signhed.
e Separate administrative accounts and require strong MFA for remote and privileged access.

e Segment sensitive engineering, manufacturing, and research networks.
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e Monitor new services, driver loading, process injection, unusual credential use, and

outbound traffic from systems that do not normally access the internet.

o7 Frequently asked questions

Is Duqu a worm?

It is more accurately described as a modular espionage platform or remote-access Trojan.
Operators could move it to other systems, but the original Dugu was not documented as self-

replicating in the way Stuxnet was.

Did Duqu attack industrial controllers?

Public reporting connected it to interest in industrial environments and operational information,

but the original findings did not identify a Duqu payload that directly manipulated controllers.

Is Duqu 2.0 the same campaign?

Duqu 2.0 is the name given to a later espionage platform reported in 2015 because of technical
links to Duqu. Do not combine indicators or capabilities without checking which generation a

source describes.

os References

MITRE ATT&CK: Duqu (S0038)

ICS-CERT Monitor: Duqu update

CrySyS Lab: The Cousins of Stuxnet - Duqu, Flame, and Gauss

Microsoft Security Intelligence: Trojan:Win32/Duqu.A
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https://attack.mitre.org/software/S0038/
https://www.cisa.gov/sites/default/files/Monitors/ICS-CERT_Monitor_Nov2011.pdf
https://doi.org/10.3390/fi4040971
https://www.microsoft.com/en-us/wdsi/threats/malware-encyclopedia-description?Name=Trojan%3AWin32%2FDuqu.A

NEED MORE HELP?
We are here when the guide is not enough.

Visit the Gridinsoft Support Center for current product guidance or submit a support request with

the details of your case.

Open this guide online at support.gridinsoft.com
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