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Domain Spoofing: Email and
Website Impersonation

Detection

Domain spoofing is impersonation through forged sender data, misleading
domains, or copied websites. SPF, DKIM, and DMARC solve only part of the

problem.
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Domain spoofing is impersonation that makes an email, link, or website appear
associated with a trusted domain. Attackers use it to steal credentials, redirect payments,

deliver malware, or obtain sensitive information.

The phrase covers several different techniques. Identifying which one occurred is necessary
because email authentication cannot block a separately registered look-alike domain or a

genuinely compromised mailbox.

Types of domain impersonation

¢ Exact-domain email spoofing: the visible From domain is forged without authorization.

o Display-name spoofing: the friendly name says “CEO” or a brand while the actual sender

domain is unrelated.
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o Look-alike domain: attackers register a similar spelling, extra word, different ending,

Unicode character, or misleading subdomain.

o Compromised legitimate account: the message genuinely comes from a trusted domain

and can pass authentication.

e Website cloning: copied branding is hosted on an attacker-controlled domain or

compromised site.

How to check a suspicious email or website

1. Read the complete sender address, Reply-To, link hostname, and final destination after

redirects. A familiar display name is not evidence.

2. ldentify the registered domain from right to left. In login.company.example.attacker.test ,

the controlling domain is attacker.test .

3. Check email authentication results and message headers for SPF, DKIM, and DMARC, but

preserve the original message because forwarding can alter results.

4. Verify payment, password, payroll, and contact-detail changes through a known phone

number or established channel.

5. Use RDAP, DNS, certificate transparency, and reputation as supporting clues, not a single

safety verdict.

What SPF, DKIM, and DMARC do

e SPF authorizes sending infrastructure for an envelope domain.
e DKIM adds a domain signature that covers selected message content.

e DMARC requires an aligned SPF or DKIM pass for the visible From domain and tells receivers

how to handle failure.
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The current DMARC specification, RFC 9989, is designed to prevent unauthorized use of the

author domain. It does not stop look-alike domains, display-name abuse, or messages from

compromised authorized accounts.

Protection for domain owners

1. Inventory every legitimate sender, including marketing, ticketing, payroll, and cloud

services.
2. Configure DKIM and a constrained SPF record, then publish DMARC initially with reporting.

3. Review aggregate reports and repair legitimate alignment before moving deliberately to

quarantine and reject.

4. Protect registrar, DNS, email, and certificate accounts with phishing-resistant MFA, role

separation, alerts, and recovery controls.

5. Monitor look-alike registrations and certificate issuance and maintain a clear abuse-reporting

channel.

Protection for users and organizations

e use password managers or passkeys that bind sign-in to the correct origin;

e mark external email clearly and inspect newly observed sender domains;

e require independent approval for financial or identity changes;

e filter known malicious destinations while allowing a safe report-phishing workflow;

e train users to verify the domain, not just logos, HTTPS, or the sender name.

If you entered data or sent money

From a clean device, change exposed credentials, revoke sessions, and review MFA and recovery
settings. Contact financial institutions immediately to attempt recall. Preserve the original

message, headers, URLs, timestamps, and transaction details for the provider and fraud report.
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https://www.rfc-editor.org/info/rfc9989/

Domain spoofing FAQ

Does DMARC stop phishing?
It stops an important class of exact-domain email forgery when enforced, not every form of

phishing.

Does HTTPS prove the brand owns the page?
No. It encrypts the connection to the displayed hostname; look-alike domains can receive valid

certificates.

NEED MORE HELP?

We are here when the guide is not enough.

Visit the Gridinsoft Support Center for current product guidance or submit a support request with

the details of your case.

Open this guide online at support.gridinsoft.com
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