
Why it matters

Most attacks start with a click or a background connection. Stopping bad domains at the DNS

layer cuts off malware downloads, phishing pages, and command-and-control beacons without
slowing users or changing their workflow.

How it works 

Device asks DNS for a domain’s IP.

DNS firewall checks live threat feeds and your allow/deny policies.

It returns a normal answer for safe domains—or blocks/redirects risky ones.

Supports response policies (RPZ), categories (malware, phishing, adult, crypto-mining), and
custom lists.
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Good uses

Security: block malware/phishing/C2 by default.

Compliance & productivity: restrict categories at work/school.

Home networks: one setting protects every device behind the router.

Limits to know

Won’t catch IP-only traffic or some VPN/Tor tunnels.

Users can try alternate DNS unless you enforce it on the network.

False positives happen—keep an allowlist and review logs.

Quick setup 

1. Choose a reputable DNS firewall (managed service or on-prem with RPZ).

2. Force all DNS to it at the router/firewall; block outbound 53/853 to others.

3. Enable DoH/DoT to your resolver to prevent tampering.

4. Start in monitor mode for a week, then enforce.

5. Maintain custom allow/deny lists; alert on malware and phishing blocks.

DNS firewall and network firewall

A DNS firewall decides whether a name should resolve. A network firewall controls traffic by
address, port, protocol, application, or identity. Neither replaces the other: malware can use a
direct IP address, a previously cached answer, or an unauthorized resolver, while a network rule
may lack domain context.

Operational checklist

Route managed devices through approved resolvers and define how encrypted DNS is
enforced.
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Keep redundant resolvers and test fail-open or fail-closed behavior.

Log decisions with enough context to investigate, but set appropriate retention and access
controls.

Measure false positives and provide an appeal process for incorrectly blocked domains.

Avoid broad blocks against shared hosting and content-delivery domains.

Use DNS filtering for policy categories and combine the result with endpoint and network
telemetry.

NEED MORE HELP?

We are here when the guide is not enough.
Visit the Gridinsoft Support Center for current product guidance or submit a support request with
the details of your case.

Open this guide online at support.gridinsoft.com
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https://support.gridinsoft.com/portal/en/kb/articles/dns-filtering
https://support.gridinsoft.com/portal/en/kb/articles/dns-firewall

