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What it is

Data Execution Prevention (DEP) is a Windows safety net that stops code from running in
places it shouldn’t-like the stack or heap. If malware tries to execute from those memory
areas, Windows blocks it and shuts the app down instead of your system getting owned.

Why it matters

A lot of exploits work by tricking programs into running code from data-only memory. DEP
makes that trick much harder, turning many one-click compromises into harmless crashes.

How it works

- Windows marks certain memory regions as no-execute.
- Legit code runs from approved regions; data stays data.
- If something tries to execute from a data region, Windows stops it and logs the event.

What you might see

- An app closes with a message about DEP or just crashes once when an exploit is blocked.
- Event Viewer shows an application error referencing DEP.

Check or adjust it (Windows)

- DEP is on by default for essential Windows programs and services.

- To review settings: Control Panel -> System -> Advanced system settings -> Performance
(Settings) -> Data Execution Prevention.

- Only make exceptions if you absolutely must-and prefer updating or replacing the app
instead.

Tips for admins/devs

- Keep apps and runtimes updated so they play well with DEP.
- Pair DEP with ASLR, CFG, and modern compilers for layered defense.

- Avoid adding global exceptions; fix the root cause or sandbox legacy apps.



