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Crysis (Dharma)
Ransomware: Response and

Recovery

What it is Crysis (also known as Dharma) is ransomware that sneaks in through
exposed or weak Remote Desktop Protocol (RDP) access, then encrypts
documents, photos, and databases and asks for a ransom to unlock them.

Active since 2016...
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What it is

Crysis (also known as Dharma) is ransomware that sneaks in through exposed or weak Remote
Desktop Protocol (RDP) access, then encrypts documents, photos, and databases and
asks for a ransom to unlock them. Active since 2016, it’'s still used because it’s fast, noisy, and

effective.

How it gets in

e Open or poorly protected RDP (guessable passwords, no MFA)

e Stolen credentials bought on underground markets
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e Unpatched servers and reused admin passwords

What you may notice

e Files won't open and gain new extensions
e Ransom notes dropped across many folders

e Security tools disabled; sudden CPU/disk spikes on servers

If it hits (act fast)

1. Isolate affected machines (unplug/disable Wi-Fi; disconnect mapped drives).

2. Preserve ransom notes and logs—don’t wipe evidence.

3. Check offline backups; rebuild on clean images and restore data.

4. Rotate admin/domain passwords from a clean device; close RDP to the internet.

5. Engage IR/IT teams; consider reporting to authorities.

Prevent it

e Remove or lock down RDP (VPN + MFA, allowlisted IPs, non-default ports).
e Patch OS/apps; disable unused remote access.

e Enforce MFA and least privilege for admins.

e Use reputable EDR/anti-malware and email/web filtering.

o Keep offline, tested backups and practice restores.

Check remote access and every affected identity

Preserve the ransom note, encrypted-file extension, and remote-login logs before rebuilding.
Isolate affected hosts and disable exposed RDP, VPN, or administrative accounts. Change

credentials from clean systems, add MFA, and patch the original access path before reconnecting
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https://support.gridinsoft.com/portal/en/kb/articles/mfa-multi-factor-authentication

restored devices. Keep an untouched copy of encrypted data in case a legitimate recovery
method becomes available, but do not test random decryptors on the only copy. Follow the

complete ransomware response process because removing the encryptor does not remove stolen

credentials or other persistence.

NEED MORE HELP?
We are here when the guide is not enough.

Visit the Gridinsoft Support Center for current product guidance or submit a support request with

the details of your case.

Open this guide online at support.gridinsoft.com

support.gridinsoft.com 3/3


https://support.gridinsoft.com/portal/en/kb/articles/ransomware
https://support.gridinsoft.com/portal/en/kb/articles/crysis-dharma

