
What it is

Conversation interception is when attackers sneak into an email thread—by hacking a mailbox
or buying stolen archives—and quietly read along. Once they know the context, they can
impersonate one side (e.g., a supplier or buyer) to reroute payments, change delivery details,
or derail deals.

How it works 

Access: stolen passwords, malware on a device, or purchased mail archives.

Eavesdrop: attacker learns names, amounts, timelines, tone, and signatures.
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Impersonate: they reply in-thread from the real account or a look-alike domain to change
banking details or send booby-trapped files.

Red flags

Sudden banking changes or “urgent” updates mid-thread

Subtle domain look-alikes ( vendor-pay.com  vs vendorpay.com )

Odd tone, spelling, or new contacts CC’d without reason

Attachments or links replacing previously shared docs

If you suspect it (fast steps)

1. Stop payments/shipments and verify by phone using known numbers.

2. From a clean device, change email passwords and turn on MFA.

3. Review mail rules/forwarders and remove anything unfamiliar.

4. Check recent login history; sign out of other sessions.

5. Inform partners and finance; preserve logs for investigation.

Prevent it

MFA on all mailboxes; block legacy, password-only protocols.

Train teams: never accept banking changes by email alone—verify out-of-band.

Use allowlists for payee accounts; require a second approver for changes.

Monitor for auto-forward rules, impossible travel logins, and look-alike domains.

Keep endpoints protected (EDR/AV) and patched.
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Verify changes outside the conversation

A reply that fits an existing thread can still come from a compromised mailbox. Confirm new bank
details, payment destinations, file-sharing links, or phone numbers through a known independent
channel. Compare the full sender and reply-to addresses and inspect unusual wording or timing.
If a mailbox may be compromised, revoke sessions, change credentials, review forwarding and
inbox rules, and notify correspondents. Preserve the message headers for investigation. Thread
hijacking often follows phishing or stolen sessions; MFA helps after existing unauthorized sessions
are revoked.

NEED MORE HELP?

We are here when the guide is not enough.
Visit the Gridinsoft Support Center for current product guidance or submit a support request with
the details of your case.

Open this guide online at support.gridinsoft.com
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https://support.gridinsoft.com/portal/en/kb/articles/phishing
https://support.gridinsoft.com/portal/en/kb/articles/mfa-multi-factor-authentication
https://support.gridinsoft.com/portal/en/kb/articles/conversation-interception

