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01 What is a command-and-control (C2) server?

A command-and-control server is infrastructure an attacker uses to communicate with

compromised devices. It can send instructions, deliver tools, change malware configuration,
and receive status reports or stolen data. The term is also written as C&C server or C2 server.

C2 is not the malware itself. The malware, implant, or beacon runs on the affected device; the C2
channel is the communication path; and the server or distributed service at the other end helps
the operator control the intrusion. MITRE ATT&CK describes Command and Control as the tactic in
which an adversary communicates with compromised systems to control them.

02 How C2 communication works

1. Initial access: an attacker gets code onto a device through phishing, a vulnerable service,
stolen credentials, or another route.

2. Callback: the implant makes an outbound connection, which may be easier to hide than an
unsolicited inbound connection.

3. Beaconing: the device checks in periodically or after an event. Timing may include random
variation, called jitter.

4. Tasking: the operator sends a command, configuration change, or second-stage payload.

5. Results: the implant may return command output, host details, credentials, or collected
files through the same or a separate channel.

Many check-ins are small and idle until the operator has a task. Defenders therefore need to
correlate repeated network behavior with endpoint events instead of judging one request in
isolation.

03 Common C2 architectures and channels

Method What defenders may observe Why attackers use it
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Centralized server Many affected hosts contact the same
domain or IP address

Simple to operate, but creates a
central point that can be blocked

Redirectors or
multiple tiers

Public-facing nodes relay traffic to hidden
backend systems

Protects the main infrastructure and
complicates disruption

Peer-to-peer Compromised hosts communicate with one
another

Reduces dependence on one server

HTTP or HTTPS Web-like requests, unusual user agents,
rare domains, or repeated small transfers

Blends with common outbound
traffic

DNS Long or high-entropy subdomains, unusual
record types, or repeated failed lookups

DNS is widely allowed and may be
monitored inconsistently

Legitimate web or
cloud service

An uncommon process connects to a
normally trusted platform

Uses reputable infrastructure and
encrypted traffic as cover

Encryption alone does not make a connection malicious. Attackers use ordinary protocols and
legitimate services, so context - process, destination, timing, volume, and the events that follow -
matters more than any single indicator.

04 Signs of possible C2 activity

Regular outbound connections from the same process or host, especially when the device
should be idle.

Connections to a newly registered, rare, or previously unseen domain.

A process that normally has no network role making external DNS or HTTPS requests.

Repeated requests with similar sizes, paths, headers, or intervals, even when timing varies
slightly.

Short check-ins followed by PowerShell, shell commands, credential access, discovery, or a
larger outbound transfer.

DNS queries with encoded-looking labels, excessive length, unusual record types, or a high
failure rate.
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Traffic to known malicious infrastructure, while remembering that addresses can change or
be shared.

Periodic traffic also comes from update, monitoring, backup, and collaboration software. Validate
the owning process, signer, installed software, destination reputation, and normal behavior for
comparable devices before declaring an incident.

05 How to investigate a suspected C2 connection

1. Preserve the evidence. Record the source host, user, process tree, command line,
destination, timestamps, protocol, DNS answers, and alert details.

2. Build a timeline. Look before and after each connection for process creation, scripts, file
changes, persistence, logons, and data staging.

3. Compare peers. Check whether the same approved application and destination appear on
similar healthy systems.

4. Expand the search. Hunt across DNS, proxy, firewall, endpoint, identity, and cloud logs for
the same domain, certificate, path, process hash, or behavior.

5. Check for impact. C2 can coexist with credential theft, lateral movement, persistence, and
exfiltration. Blocking one address does not prove containment.

06 What to do if C2 is likely

Isolate the affected device from the network using your approved incident-response

process. Avoid simply powering it off if responders need volatile evidence. Block confirmed
malicious destinations at DNS, proxy, firewall, and endpoint layers, but expect fallback domains,
IP addresses, or channels.

Revoke exposed sessions and credentials from a known-clean device, remove persistence and
payloads, patch the original entry point, and inspect related hosts. In a business environment,
rebuild a system when its integrity cannot be established. Monitor for renewed beaconing after
recovery.
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07 How to reduce C2 risk

Restrict outbound traffic so servers and sensitive systems reach only necessary services.

Centralize DNS, proxy, firewall, endpoint, identity, and cloud logs with synchronized
timestamps.

Alert on unusual process-to-network relationships and rare destinations, not only blocklists.

Use endpoint protection, application control, least privilege, phishing-resistant
authentication, and timely patching.

Maintain an isolation and credential-reset procedure responders can execute quickly.

08 Frequently asked questions

Is every C2 server malicious?

No. C2 can also describe legitimate command systems and authorized security testing
frameworks. Ownership, authorization, behavior, and surrounding evidence determine whether
the activity is malicious.

Is beaconing always C2?

No. Many legitimate agents check in on a schedule. Malicious beaconing is more likely when the
process is unexpected, the destination is rare, the pattern is evasive, or suspicious activity
follows the check-in.

Does blocking the C2 domain remove the malware?

No. Blocking can interrupt control, but the implant and persistence may remain, and the attacker
may have alternate channels. Treat the device as potentially compromised until investigation and
recovery are complete.
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09 References

MITRE ATT&CK: Command and Control (TA0011)

CISA: Emotet advisory and observed C2 behavior

NEED MORE HELP?

We are here when the guide is not enough.
Visit the Gridinsoft Support Center for current product guidance or submit a support request with
the details of your case.

Open this guide online at support.gridinsoft.com
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https://attack.mitre.org/tactics/TA0011/
https://www.cisa.gov/news-events/cybersecurity-advisories/aa20-280a
https://support.gridinsoft.com/portal/en/kb/articles/command-and-control-c2-server

