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BlackCat, also known as ALPHV or Noberus, is the name associated with a ransomware
payload and a ransomware-as-a-service operation first observed in 2021. Affiliates used
the payload against Windows and Linux systems, including virtualization infrastructure,
after gaining broad control of an organization.

BlackCat branding and infrastructure have been disrupted and changed over time. A historical
family name does not make a current intrusion harmless: affiliates, credentials, tools, and
techniques can continue under different names.

01 How a BlackCat attack typically unfolds

Stage Typical activity Defensive evidence

Initial access Stolen credentials, exposed remote
access, social engineering, or exploitation
of an internet-facing service.

New devices, unusual VPN or remote-
service logins, and access from unfamiliar
infrastructure.

Privilege and
discovery

Credential theft, directory queries,
network mapping, and identification of
backups and hypervisors.

Administrative commands from user
devices, credential-access alerts, and
broad connection attempts.

Lateral
movement

Remote administration tools and valid
accounts are used to reach more
systems.

New remote-management software,
unusual RDP/SMB/SSH activity, and one
account touching many hosts.

Collection and
exfiltration

Sensitive data is staged, compressed, and
transferred before encryption.

Large archives, unusual cloud or file-
transfer traffic, and access outside normal
roles.

Defense
impairment

Security agents, recovery settings, and
backups may be disabled or deleted.

Stopped services, policy changes, missing
shadow copies, and backup-console
access.

Encryption and
extortion

Files or virtual machines are encrypted
and a victim-specific ransom note
appears.

Rapid file changes, unavailable services,
new extensions, and ransom notes.
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02 BlackCat warning signs

Unexpected remote-support or administration tools on servers and administrator
workstations.

Privileged logins outside normal hours or from devices that have never used the account.

Bulk archive creation, unusual data staging, or large outbound transfers.

Access to hypervisors, backup servers, domain controllers, or security consoles by unfamiliar
accounts.

Commands or policies that disable recovery, logging, security tools, or services.

Multiple hosts receiving the same executable or scheduled action shortly before disruption.

Encryption is a late-stage event. Identity, network, and data-transfer signals may provide the
best chance to stop the attack earlier.

03 First response priorities

1. Activate the incident-response plan and establish secure communications that do not
depend on the affected environment.

2. Isolate affected segments and systems. If encryption is active, disconnect network
access while avoiding unnecessary destruction of volatile evidence.

3. Protect identity and backups. Disable compromised accounts, restrict privileged access,
and separate backup administration from the affected domain.

4. Preserve evidence. Retain ransom notes, sample encrypted files, suspicious executables,
process data, authentication logs, remote-access records, and evidence of outbound
transfer.

5. Scope the intrusion. Search for the initial access path, related accounts, persistence,
remote tools, other payloads, and systems that were accessed before encryption.

6. Coordinate reporting. Involve legal, privacy, insurance, law enforcement, and regulators
as required for the affected data and jurisdiction.
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04 Recovery and decryption

Do not reconnect restored systems until the initial access path, compromised identities, and
attacker persistence are removed.

Rebuild high-risk systems from trusted media rather than assuming an ordinary malware
scan restored integrity.

Rotate passwords, keys, tokens, and service-account secrets from clean systems.

Restore from offline or otherwise protected backups and test both data integrity and
application function.

Assess data exfiltration separately; successful restoration does not resolve a potential
breach.

Use only a decryptor obtained through a trusted law-enforcement, security-vendor, or
recognized recovery project. Confirm that it supports the exact variant and preserve copies
before testing.

There is no universal BlackCat recovery key for every victim and variant. Do not upload sensitive
encrypted data to an unknown "recovery" service or trust a tool solely because its filename
mentions ALPHV.

05 Should a ransom be paid?

Payment does not guarantee a working decryptor, complete deletion of stolen data, or freedom
from another demand. It can also create legal and sanctions risks. Organizations should involve
qualified legal counsel, law enforcement, insurers, and incident responders rather than making an
isolated technical decision.

06 How to reduce similar ransomware risk

Require phishing-resistant MFA for remote access and privileged accounts.

Patch internet-facing services quickly and remove unused remote-management exposure.
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Separate administrative accounts and workstations from ordinary user activity.

Segment servers, hypervisors, backup systems, and management networks.

Monitor for credential theft, new remote tools, mass archive creation, and security-control
changes.

Keep offline or immutable backups and practice clean-environment restoration.

07 Frequently asked questions

Are BlackCat and ALPHV the same?

The names are commonly used for the same ransomware operation and payload; Noberus is
another name used by some researchers. Exact actor and affiliate attribution can vary.

Does a BlackCat detection mean files were encrypted?

Not always. A detection may occur before encryption, during staging, or on a blocked payload.
Treat it as a possible organization-wide intrusion and investigate identity, lateral movement, data
theft, and other systems.

Can backups solve a BlackCat incident?

Backups are essential for recovery, but they do not remove attacker access or address stolen
data. Secure identities, rebuild affected systems, and complete breach assessment before normal
operations resume.

NEED MORE HELP?

We are here when the guide is not enough.
Visit the Gridinsoft Support Center for current product guidance or submit a support request with
the details of your case.

Open this guide online at support.gridinsoft.com
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