
Beaconing is repeated outbound communication in which a compromised device checks
in with command-and-control (C2) infrastructure. A beacon may announce that the
implant is active, request tasks, receive configuration, or return small results.

Regular traffic is not automatically malicious. Update agents, monitoring tools, backups, chat
applications, and health checks also contact services periodically. C2 detection depends on
destination, timing, process, content, asset role, and threat intelligence together.

How C2 beaconing works

Fixed interval: contact occurs every set number of seconds or minutes.

Jitter: malware randomizes the delay to avoid perfect periodicity.
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Sleep and wake: long quiet periods or business-hour schedules reduce visibility.

Fallback channels: an implant rotates domains, IPs, protocols, or cloud services when
contact fails.

Protocols can include HTTP, HTTPS, DNS, WebSocket, custom TCP/UDP, and legitimate cloud or
messaging APIs. MITRE ATT&CK documents DNS used for command and control as T1071.004.

Useful detection signals

similar connections from one host at repeated or jittered intervals;

small outbound requests and responses to a rare destination over a long period;

DNS queries with unusually long, encoded, random, or high-cardinality subdomains;

a process that normally has no network role initiating external connections;

new domains, low-prevalence infrastructure, unusual TLS fingerprints, or domain/IP
mismatch;

the same destination reached by hosts sharing a suspicious parent process or alert.

Encryption hides payload content but not all metadata. DNS, proxy, firewall, flow, endpoint,
certificate, and process telemetry can still reveal patterns.

Investigation workflow

1. Validate the asset and time zone. Identify the device, user, process, parent process,
destination, protocol, first seen, and last seen.

2. Measure timing. Look beyond perfectly fixed intervals; calculate variation and inspect long
enough to see sleep periods.

3. Establish prevalence. Determine whether the destination and process are normal for that
application, business unit, or update service.
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4. Correlate endpoint evidence. Review binary signature, hash, path, command line,
persistence, modules, and preceding downloads or scripts.

5. Resolve ownership. Shared cloud and CDN addresses host unrelated tenants. Avoid
blocking an entire provider based on one suspicious hostname.

Response

If evidence supports malicious C2, isolate the endpoint using an EDR function or network control
while preserving logs and volatile evidence. Block the confirmed domain, URL, certificate, or
address at the narrowest useful level. Quarantine the implant, then investigate persistence, initial
access, lateral movement, downloaded payloads, and data access.

Secure exposed credentials from a clean device and hunt for the same behavior across the
environment. Reimage systems when privileged access, unknown payloads, or incomplete
scoping prevents confidence in cleanup.

Reduce risk and improve visibility

centralize DNS, proxy, firewall, flow, and EDR telemetry with synchronized clocks;

restrict direct outbound DNS and web access to approved paths;

baseline legitimate updaters and service agents;

segment endpoints and apply least privilege and application control;

retain enough history to detect low-frequency beacons.

C2 beaconing FAQ

Is every periodic connection a beacon?

Technically it may be a service beacon, but not malicious C2. Context and process evidence
determine the verdict.

Can a VPN or HTTPS hide beaconing completely?

It can reduce network visibility, but endpoint telemetry and traffic metadata may still expose the
behavior.
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NEED MORE HELP?

We are here when the guide is not enough.
Visit the Gridinsoft Support Center for current product guidance or submit a support request with
the details of your case.

Open this guide online at support.gridinsoft.com
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